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Abstract

Cyberattacks can be considered one of the fundamental challenges that paralyze the progress of digital payment usage
(DPU) progress among citizens, as consumers shun away from using digital banking services due to increased concern over
information security. National Cybersecurity Commitment (NCSC) has emerged as a preventive cybersecurity mechanism
for countries to tackle such cybersecurity threats. Previous studies have shown that a country's NCSC positively impacts
the business and economy of the country. This study examines the effect of NCSC on digital payment usage (DPU) across
nations by grounding our discussion on the institutional trust theory. As trusting belief in security measures is a culturally
embedded characteristic, we also examine the moderating role of national culture through Hofstede’s cultural dimensions.
We use multilevel models to analyze publicly available archives of repeated cross-sectional data covering 76 countries to
test the proposed relationships. Our findings indicate that NCSC has a positive influence on DPU. Further, our results high-
light that the relationship between NCSC and DPU in a country is contingent on cultural dimensions. Overall, the evidence
suggests that a competent cybersecurity environment compatible with cultural values can influence the speedy diffusion of
digital payments in a country. Implications of our findings for research and practice are also discussed.
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1 Introduction

State-led and private-led cyber-attacks like denial of e-ser-
vices, data integrity breaches, financial frauds, and data con-
fidentiality breaches threaten national infrastructure and sys-
tems, as well as private companies, households, and citizens
(Lee et al., 2018). Financial institutions are considered one
of the most vulnerable institutions in a country as they are
prone to frequent cyberattacks (Gurung et al., 2008; Huang
et al., 2011). Consumers of digital financial services shun
away from using digital banking services due to increased
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concern over information security (Kimani et al., 2019).
Thus, cyberattacks can be considered one of the fundamen-
tal challenges that paralyze the progress of digital payment
usage (DPU) progress among citizens (Moon & Kim, 2017;
Mukhopadhyay et al., 2019; Traynor et al., 2017). Consum-
ers are increasingly aware of the various security threats they
are likely to face in the digital space, and many of them shun
away from electronic transactions. Potential digital payment
users often lack information on the process (e.g., what is
happening to data and money during transactions?) and the
outcome (e.g., whether the data or money is getting shared
with other parties?). Reports from Cisco (2017) and Euro-
pean Commission Brussels (2016) suggest that 27% of inter-
net users have shown an unwillingness to conduct electronic
transactions because of concerns regarding online payment
security. Currently, users rely on self-defence cybersecu-
rity systems (e.g. anti-virus software, cyber hygiene) to
counter malicious attacks. However, sources of anonymous
cyberattacks are difficult to trace and take longer to miti-
gate because of the sophistication of offender and enabler
networks. Information systems security research stresses
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the necessity of preventive security measures and platforms
to overcome the above limitations (Lee et al., 2020). For
instance, the Bright Internet initiative (www.brightinternet.
org) stresses the necessity of preventive measures. Lee et al.
(2018) defined the Bright Internet as “the Internet that can
pre-emptively reduce origins of cybersecurity threats by
having the capability of identifying malicious origins and
deliverers on a global scale while maintaining the freedom
of anonymous expression and a legitimate level of privacy
protection for innocent netizens.” (p. 64). To achieve the
goals of the Bright Internet initiative, several behaviour stud-
ies should be conducted at the individual and country-level
to understand netizens’ perceptions about preventive cyber-
security measures (Lee et al., 2018). In this regard, our study
is positioned as one of the prior studies investigating the role
of preventive security mechanisms in influencing the trust
of netizens in using digital services and hence, contributes
to the preventive security paradigm research.

Accordingly, in the current study, we use national cyber-
security commitment as a proxy for preventive security
measures implemented by various public institutions in a
country. The need for national cybersecurity commitment
stems from the fact that every nation needs to protect criti-
cal digital infrastructure and systems from boosting trust
and confidence among citizens and hence pave the way for
economic development (Shukla, 2016; Milian et al., 2019).
National cybersecurity commitment stresses the improve-
ment of five cybersecurity pillars- Legal, Technical, Organ-
izational, Capacity building, and Cooperation- to reduce
cyberattacks on firms and the public (ITU Arner et al., 2015;
Cyber, 2018). In theory and practice, national cybersecurity
commitment can bring many positive changes in society, and
it helps establish citizens’ trust in various initiatives within
the country (ITU Cyber, 2018). Krishna & Sebastian (2021)
posited that improving cybersecurity measures in a country
would drive ICT usage in firms and improve macroeconomic
conditions. We believe that seemingly competent preventive
cybersecurity measures (here, national cybersecurity com-
mitment) would help overcome individuals' information
security concerns in using digital payment services. Accord-
ingly, this study conceptualizes national cybersecurity com-
mitment contingent on digital payment usage. We establish
this relationship using the institutional trust theory (Zucker,
1986), which characterizes public institutions as trustwor-
thy and citizens as truster. This relationship is based on the
degree of belief the citizens place on institutional structures
such as law, regulations, etc. Various studies (e.g., Gai et al.,
2016; Kim & Hong, 2016) have explored the question, ‘How
to guarantee the secrecy and privacy of information dur-
ing digital transactions?’ Researchers currently focus on
micro-level variables related to security, privacy, and trust
(Patil et al., 2020). Only a few studies have looked into the
macro aspect of building trust via an institution-based trust

@ Springer

mechanism (through government interventions) to under-
stand digital payment usage (e.g., Zhang et al., 2016). While
we acknowledge the significance of those studies, it is note-
worthy to investigate the macro-level factors synthesizing
the concept of institution-based trust. Hence, we pose the
first research question:

RQ1: What is the role of national cybersecurity commit-
ment in explaining digital payment usage in a country?

Preventive cybersecurity mechanisms may not always
automatically reduce cybersecurity concerns regarding digi-
tal payment usage. We argue that the direction and magni-
tude of the effects of national cybersecurity commitment on
digital payment usage depend on a country’s social context,
especially national culture. Privacy and security concerns
are culturally embedded characteristics influencing digital
payment usage (Mombeuil, 2020). Prior literature examined
the moderating role of national culture on technology diffu-
sion and has found compelling evidence regarding the effect
of culture (Leidner & Kayworth, 2006). One of the criti-
cisms of those studies was that national culture as a variable
is best suited for analyzing the breadth of diffusion (lon-
gitudinal effect) and not well suited for one-time adoption
studies (Leidner & Kayworth, 2006). In this regard, most of
the studies in the prior literature related to the adoption of
digital payment usage were built on cross-sectional samples
(e.g., Baptista & Oliveira, 2015). Research related to the
cultural impact on digital payment usage is in the fledgling
stage because of the lack of longitudinal studies. Moreover,
we still lack an in-depth understanding of why citizens’ trust
in actors and institutions of government varies across coun-
tries. A restricted cross-sectional sample may fail to capture
the true essence of national culture. Thus, a longitudinal
cross-country analysis helps provide a more comprehensive
view and more generalizability to the findings (Srivastava
& Teo, 2010). Accordingly, we pose the second research
question:

RQ2: What is the role of national culture in influencing
the relationship between national cybersecurity commit-
ment and digital payment usage in a country?

This study synthesizes institutional trust theory and lit-
erature on national culture to answer the above research
questions. It presents the implications of the relationship
between national cybersecurity commitment, cultural dimen-
sions, and digital payment usage. Thus, our objective is to
address the following literature gaps: (1) lack of studies on
the impact of macro-level variables on the digital payment
usage at cross-country level (2) lack of studies examining
varying patterns of within-country and between-country
processes accounting for temporal effect. To achieve these,
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we utilize hierarchical (multilevel) modelling that distin-
guishes between different levels of analysis. We show sig-
nificant implications can be derived by separating within-
country and between-country processes. To fully evaluate
the institutional trust theory and maximize the robustness of
results, we use publicly available archives of repeated cross-
sectional data covering 76 countries to test the proposed
relationship. Accordingly, we contribute to the knowledge
base of Fintech literature and behavioural information sys-
tem security literature in two broad ways. First, our study is
instrumental in understanding the positive impact of national
cybersecurity commitment on the digital payment usage of
citizens across countries. And second, drawing on the insti-
tutional trust theory and cultural dimensions, our study pro-
poses a framework for analyzing the relationships between
national culture and various technological interventions in
a country, which we believe will serve as a reference frame-
work for future research.

Section 2 discusses the digital payment environment and
the theoretical background of institutional trust used in this
study. We then explore the role of culture in the formation
of institutional trust. Section 3 describes the research model
and hypothesis. Section 4 explains the data, variables, and
the multilevel model. Section 5 presents the results, and
Section 6 discusses the findings. Section 7 presents the con-
tributions and implications of the research for theory and
practice, and Section 8 concludes the paper.

2 Theoretical and Empirical Background
2.1 Digital Payments Literature

Digital payment usage can be summarized as a process
where financial transactions are securely conducted over
computers, smartphones, or other mobile devices using the
internet or various wireless technologies (Bluetooth, NFC,
RFID, among others) (Liu et al., 2015; Slade et al., 2013).
Financial transactions involve individual-to-individual
transactions, individual-to-banks transactions, payments for
goods, services, and bills in both offline and online chan-
nels. Previous studies were focused on various theories
and related constructs to identify the determinants of digi-
tal payment adoption and usage (Kapoor et al., 2014). The
major theories! include innovation diffusion theory (IDT),
technology acceptance model (TAM), theory of planned
behaviour (TPB), unified theory of acceptance and use of
technology (UTAUT), and extended UTAUT (UTAUT 2)
(Patil et al., 2020). The majority of the researchers focussed

! We explain various theoretical lenses in this section and next sec-
tion. We thank Reviewer#1 for this thought.

on the constructs from TAM such as perceived usefulness
(Kim et al., 2016), perceived ease of use (Koenig-Lewis
et al., 2015); constructs from UTAUT such as performance
expectancy (Morosan & DeFranco, 2016), effort expectancy
(Slade et al., 2015); constructs from IDT such as relative
advantage (Lu et al., 2011), frequently. Besides these tech-
nology-based constructs, several other variables like habit
(UTAUT 2), hedonic motivation (UTAUT 2), and social
influence(UTAUT) have been used to predict an individ-
ual’s behavioural intention to use digital /mobile payment
usage (Patil et al., 2020). The rationale behind the more
frequent use of these theories was to examine technology-
based factors (usability, compatibility and connivence) and
individual-based antecedents(e.g. habit) in the initial adop-
tion process.

However, to explore the continuous DPU, various
researchers have looked into the security and privacy con-
cerns of the consumers (Cao et al., 2018). Existing research
underscores the importance of perceived information
security (PIS) as an essential determinant of digital pay-
ment usage (Mohr & Walter, 2019; Mtaho, 2015). Major
constructs include perceived information security (PIS)
(Dzidzah et al., 2020; Oliveira et al., 2016; Semerikova,
2020), privacy concerns (Morosan & DeFranco, 2016),
trust and risk (Phonthanukitithaworn et al., 2015; Qasim &
Abu-Shanab, 2016; Slade et al., 2015). Chellappa and Pav-
lou (2002) define PIS as ‘‘the subjective probability with
which consumers believe that their personal information
will not be viewed, stored or manipulated during transit or
storage or by inappropriate parties, in a manner consistent
with their confident expectations’” (p.359). PIS captures an
individual’s anticipation rather than an objective measure
of information security and is often termed as a trusting
belief in information security measures (Hinde, 1998; Mohr
& Walter, 2019; Mukundan & Sai, 2014; Stewart & Jiir-
jens, 2018). In addition, from the consumer’s perspective,
the concern for security, risk, and privacy are highly related
to the trust in the products and service providers (Gefen,
2002; Gefen & Straub, 2004; Gefen et al., 2003; Kim et al.,
2008). Trust is an important factor when related closely to
financial transactions, primarily when the transactions are
conducted through a network (Qasim & Abu-Shanab, 2016);
consequently, trust can be a robust construct in predicting
the usage behaviour of digital payment services. Trust
become crucial to mitigate uncertain technology environ-
ment, develop long-term relationships and encourage future
transactions (Mcknight & Chervany, 2001; Zheng et al.,
2017). Thus, to protect themselves, consumers transfer their
trust in the formal institutional structures and mechanisms
(here, the cybersecurity commitment of the nation) to accept
unknown entities (McAllister, 1995). In sum, earlier studies
have shown conclusive evidence that security concerns are
significant inhibitors in the adoption of digital technologies
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where money and personal information are involved and
trusting belief in secure environments reduce such security
concerns (Bélanger & Crossler, 2011; Chang, 2014; Kalinic
et al., 2019; Mtaho, 2015; Pal et al., 2021b; Patil et al., 2020;
Pavlou et al., 2007).

2.2 Diverse Theoretical Foundations
and Application of Institutional Trust
in the Unique Digital Payments Environment

Previous literature on trust has discussed several theoretical
lenses to explain the trust-building process, including
deterrence-based trust, calculus-based trust, relational trust,
institution-based mechanism, and trust transfer mechanism
(Rousseau et al., 1998; McKnight et al., 2002; Wang et al.,
2013; Cao et al., 2018). Deterrence-based trust emphasizes
utilitarian consideration, where trust between parties is
formed because of the costly sanctions. Calculus-based
trust is developed based on rational choice, where trust
between parties are created based on deterrence and credible
information on the intention and competence of parties
involved. Relational trust is formed over repeated interaction
between parties and is often called affective trust or identity-
based trust. The trust transfer mechanism explains transferring
trust from a known entity to an unknown entity (e.g. transfer
trust from a known brick-and-mortar entity to an online
entity) (Stewart, 2003). Institution-based trust incorporates
above trust dimensions from an institutional perspective.
Institutional factors warranty intention and competition and
sustain for a more extended time, enabling risk-taking and
trust behaviour among parties. However, understanding which
theoretical lens works better requires further consideration
of the research context. DPU context is characterized by
vulnerable financial institutions and platforms (internet
banking systems) because of cybersecurity breaches affecting
confidentiality, integrity, and customer data privacy. Thus, the
perception formed out of the cybersecurity threat potentially
interferes with the user’s decision process regarding digital
payment usage. In this situation, the linkage between the
decision process and the concerns about security breaches
may play an essential role in the trust-building process.
Growing knowledge of the cybersecurity threat could be a
driver that could potentially influence customers' perception
of the acceptance and retention of new technology. Since the
underlying concept, national cybersecurity commitment in the
research theme denotes the structural mechanism that protects
against consequences (negative effect) regarding the use of
internet environment transcend to the user’s decision of the
DPU. Therefore, we propose to view the DPU decision from
an institution-based perspective as other theoretical lenses
do not capture institutional factors; instead, they capture
interpersonal or intergroup phenomena. The role of structural
assurance in influencing DPU has also been discussed in prior
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studies (Pal et al., 2021a; Thakur & Srivastava, 2014; Yu,
2012; Zhou et al., 2010).

We consider institutional trust the specific type of trust
relationship where a citizen is the truster, and the institution
is trustworthy (Smith, 2010). Various definitions of insti-
tutional trust are explored in the literature (see Appendix
Table 12). According to Smith (2010), institutional trust
can be defined as “truster places trust in the rules, roles,
and norms of an institution independent of the people occu-
pying those roles” (p.226). More precisely, it refers to the
citizen’s faith that they place in the institutions not to act
in ways that will harm them. In her seminal work, Zucker
(1986) highlighted that institutional trust was one of the
vital trust-building mechanisms which are instrumental in
instilling trust in citizens in an impersonal economic envi-
ronment where similarity and familiarity do not exist. In a
similar vein, Shapiro (1987) explained institutional trust as
the belief that a truster has about the security of a situation
because of the various guarantees, safety nets, and other per-
formance structures.

Over the years, several compelling empirical findings
have been put forward in support of institutional trust theory
to understand positive expectations of individuals in various
relationships (Cerié et al., 2021; McKnight et al., 2002; Offe,
1999; Pavlou & Gefen, 2004; Sha, 2009). Existing research
underscores the importance of institutional trust as it is an
essential ingredient of long-term transactional engagements
between actors. One of the significant contributions to the
E-commerce research stream was identifying the role played
by institutional trust in e-commerce success (Ratnasingam,
2004). Further, McKnight and Chervany (2001) described
institutional trust as a critical part of internet transactions
and introduced two dimensions of Institutional trust. First,
structural assurances refer to the belief that a favourable out-
come is likely to happen because of the contextual structures,
such as regulations and formal policies. Second, situational
normality, which refers to the success of a transaction, is
anticipated because the situation is normal. Consistent with
this argument, we conceptualize institutional trust through
the structural assurance dimension (McKnight et al., 2002;
Pavlou & Gefen, 2004). Structural assurance can be defined
as “consumers’ beliefs about the available protection from
institutional structures and mechanisms” (Sha, 2009, p.43).
These structures and mechanisms reflect trustworthiness
cues (Smith, 2010), which give assurance to consumers, and
thus, trust is developed (Gefen et al., 2005, 2006). Individuals
look for trustworthiness cues (signs) that display trustwor-
thy properties (trustworthy’s competence and motivations)
when they make trust judgments (Bacharach & Gambetta,
2001; Sztompka, 1999). Indeed, citizens cannot fully appre-
hend the trustworthy properties through the trustworthiness
cues (Offe, 1999). However, the trust-building mechanism
depends on the quality of information: credibility, clarity,
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salience, memorability, visibility, and clarity (Sztompka,
1999).

The idea of trust in the formal institutional structures
and mechanisms was particularly evident in the mid-1800s
to the early-1900s to expedite business transactions in the
absence of familiarity (Zucker, 1986). The lack of familiar-
ity in the early-1900s was caused by the frequent and mas-
sive domestic migrations, the presence of bankrupt com-
panies, and the rapidly growing immigrant population. As
a result, various business organizations and citizens relied
on formal institutional structures to facilitate the transac-
tion of money and goods (Zucker, 1986). The characteristics
of digital payments closely resemble the mid-1800s to the
early-1900s period. First, similar to unfamiliarity between
actors in the previous periods, there is also significant unfa-
miliarity between consumers, banks, or intermediaries in
the current situation. Digital payment, being an innovative
technology-oriented financial service, individuals develop
increased concern over security, trust, and risk in using digi-
tal payment services. Additionally, digital banking reduces
the human-to-human interaction activities inherent in tra-
ditional banking or shopping. Furthermore, cybersecurity
threats such as denial of e-services, data integrity breaches,
and data confidentiality breaches are significant challenges
for the progress of digital banking. According to the offi-
cial annual report (2019) on cyber-dependent crime, Steve
Morgan, the Editor in chief of Cybersecurity Ventures,
commented, “Cybercriminal activity is one of the biggest
challenges humanity will face in the next two decades.” In
addition, the budget for preventing cybercrimes will hit $6
trillion by 2021. Under these circumstances, building a sta-
ble, trusting relationship with the banks and intermediaries
becomes very difficult. Transactional parties chose to rely on
formal institutional structures and mechanisms in the vola-
tile mid-1800s to the early-1900s. Today's customers might
need to depend on formal institutional structures and mecha-
nisms as their safety net to have a sense of confidence, assur-
ance, and protection when they conduct digital transactions.

Objects of institutional trust vary from abstract to some-
thing concrete. Examples include local government, legal
system, political parties, political leaders, police, and poli-
cies. In this study, we focus on the cybersecurity commit-
ment of government institutions in a country as the object
of trust. National cybersecurity commitment emphasizes the
need to have cybersecurity structures, best practices and risk
management approaches, a secure cyber environment, guar-
antees, and policies to protect the country and its citizens
from cyber intrusions. Building on existing theoretical and
empirical research on institutional trust, we define trust in
national cybersecurity commitment as “the subjective prob-
ability by which citizens believe that the underlying formal
institutional structures and mechanisms are capable of facili-
tating electronic transactions according to their confident

expectations.” Accordingly, we propose that cybersecurity
solutions, policies, and frameworks provide impersonal
assurances to citizens in a country that contributes towards
their positive expectations, intentions, and behaviours in dig-
ital banking relationships. Various studies have looked into
this aspect of trust in government institutions to understand
the positive influence on the usage of digital services. For
example, in one of the studies, Srivastava and Teo (2009)
demonstrated that citizens build trust through government
and technology. Similarly, Bélanger and Carter (2008)
showcased that trust in government and trust in the internet
turned out to be positively influencing the intention to adopt
e-government services. In another study, Zhang et al. (2016)
demonstrated that the governments' role in developing and
enforcing contracts, agreements, and regulations and pro-
viding guidance and information positively influences the
likelihood of increasing customers developing trusting belief
towards sustainable consumption.

Only a few studies have investigated the influence of
institutional trust on digital payment usage. In one of the
studies, Yeh (2020) analyzed the impact of public policy on
mobile payment usage behaviour. The author argued that
government plays a vital role in building secure infrastruc-
ture, reducing transaction costs, and instilling confidence in
citizens to use digital payment services. Further, Xin et al.
(2013) investigated the characteristics of mobile technology
on mobile payment adoption using constructs like perceived
structural assurance and perceived environmental risks.
They found that perceived structural assurance positively
impacted the trusting belief in the adoption of mobile pay-
ments. Similar studies were conducted concerning mobile-
commerce adoption where structural assurance positively
impacted consumers' trust in mobile banking (Chandra
et al., 2010; Dahlberg et al., 2015; Kim et al., 2009a, b;
Liu et al., 2009; Yang & Mao, 2011). Siau and Shen (2003)
emphasized that technology-related risks like the failure of
infrastructure, security failures, server downtime during
the transaction, loss of money due to a technical error, etc.,
would reduce the level of trust among consumers. Further,
Luo et al. (2010) found that consumers who have a trusting
belief in structural assurance (government law, regulation,
and proper infrastructure) will automatically believe that
their money and data are safe during the transaction.

2.3 Cultural Differences as a Moderator

Values and norms of the citizens play an independent role in
shaping institutional trust (Verba & Almond, 1963; Ingle-
hart, 1999; Putnam, 1992). In other words, individuals from
different cultures react differently to the same stimuli as they
assign their specific values to the events (Inglehart, 1999;
Shi, 2001). Prior empirical findings emphasized that citizens
with similar value orientation with institutions have a firm,
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trusting belief in institutions (Devos et al., 2002). National
culture is the shared values and norms among individuals in
a social grouping like a country (Walsham, 2002). ‘‘the col-
lective programming of the mind distinguishes the members
of one group or category of people from another’” (Hofst-
ede, 2001, p. 9). It is also noteworthy that the macro—micro
level interaction studies used Hofstede’s cultural dimen-
sions (Leung & Bond, 2004; Migliore et al., 2022; Oys-
erman et al., 2002). Hofstede (2001) and Hofstede et al.
(2010) identified five dimensions of national culture: Power
distance (PD), uncertainty avoidance (UA), individualism/
collectivism (IDV), masculinity/femininity, and long versus
short term orientation (LTO). Prior works suggest that PD,
UA, and IDV are the three dimensions used extensively in
the technology adoption and diffusion literature (Leidner
& Kayworth, 2006). We omitted the power distance (PD)
dimension because digital payments are not based on top-
down decisions. Therefore, we believe that these two cul-
tural dimensions, IDV and UA, may affect the relationship
between national cybersecurity commitment and digital pay-
ment usage and focus on this study.

The individualism/collectivism dimension explains the
difference in value between individualistic and collectiv-
ist societies. In a collectivist society, individuals believe
that “from birth onwards, they are integrated into strong,
cohesive in-groups, which throughout people’s lifetimes
continue to protect them in exchange for unquestioning loy-
alty” (Chien et al., 2018, p.29:6). Individuals from high indi-
vidualistic cultures focus on self-achievements rather than
group goals. They are more likely to seek information from
direct and formal resources and separate themselves from the
social group. A person's self-worth is intrinsically derived
and not conferred by others in society. Thus, individualistic
culture manifests individual independence and prioritizes
choosing one’s own goals (Schwartz, 1994). The context
surrounding individual interaction is egalitarian, consisting
of individuals who focus on personal goals, supported by
an efficient legal system that enforces contracts and rights
(Leung & Cohen, 2011). These characteristics will lead to
quick technology adoption of incredibly innovative technol-
ogies to effectively help individuals achieve personal goals
(Chien et al., 2018). Thus, we propose that individuals from
collectivist cultures have lower usage of digital payment ser-
vices than individualistic cultures. In addition, Doney et al.
(1998) postulate that the IDV dimension affects how people
develop trust. Individuals from collectivist cultures are likely
to form trust through the transference process, whereas trust
is created through the calculative process in individualis-
tic cultures. Trust transfers from the trustor (known entity)
to another individual or group in the transference process.
To establish trust through the transference process, trustors
must find trusted entities (e.g., public institutions) to trans-
fer the trust. In the absence of prior experience, individuals
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from collectivist cultures establish trust through transference
(Milliman & Fugate, 1988). For example, individuals from
collectivist societies are more likely to rely on the approval
of institutional entities in the society and act accordingly.
Further, under the calculative process, trust is established
through calculating cost or benefit in the relationship. People
in individualistic cultures evaluate the technology uncer-
tainty against the benefits of using digital payment. In a situ-
ation where the benefits of using digital payments outweigh
the cost, they are likely to engage in digital payments. Con-
sidering these two processes, we propose that individuals
from both societies (especially collectivist cultures) have
higher digital payment usage at the higher level of national
cyber security commitment.

The uncertainty avoidance dimension can be defined as
“the extent to which the members of a culture feel threatened
by uncertain or unknown situations” (Chien et al., 2018,
p-29:6). In a strong UA culture, individuals are programmed
to feel uncomfortable in unstructured circumstances. These
circumstances are often unknown or novel. Individuals
from strong UA cultures try to minimize the possibility of
such circumstances by following strict rules and processes
(Bankole & Bankole, 2017). As discussed, the digital pay-
ments environment inherently involves an uncertain envi-
ronment compared to offline transactions. Further, sharing
data or money with unknown entities like e-vendors and
transferring money through mobile payments represent a
total change in lifestyle for individuals. Prior research has
also shown that high UA societies show increased resistance
to change than weak UA societies (Kale & Barnes, 1992).
Therefore, it is reasonable to expect that individuals in strong
UA cultures are more likely to resist digital payments than
individuals in weak UA cultures. Thus, we infer that digital
payments will be higher in weak UA cultures than in strong
UA cultures. In addition, individuals from strong UA cul-
tures have higher needs for formal structure and a stronger
faith in institutions (e.g., public) than in weak UA cultures
(Doney et al., 1998). Individuals from strong UA cultures are
more likely to be uncomfortable in ambiguous environments.
Their trust in a formal structure reduces uncertainty in those
ambiguous environments (Harris et al., 2005). Privacy data
breaches or financial data breaches have been the most press-
ing issues in recent years and continue to impact the trust
in digital payment usage. Thus, at higher levels of national
cybersecurity commitment, people in strong UA societies
are more likely to rely on formal institutional structures to
protect their data and money. Hence, we propose that digital
payment usage be higher for countries with strong UA cul-
ture at a higher level of national cybersecurity commitment.
To summarize, culture moderates the trusting belief between
individuals and institutions (Gefen et al., 2005; Gefen &
Heart, 2006; Miltgen & Peyrat-Guillard, 2014). The overall
conceptual framework is shown in Fig. 1.
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Fig. 1 The conceptual frame-
work used in this study
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The impact of Hofstede’s national cultural dimensions on
technology diffusion has been an interesting topic among
practitioners and academicians (Straub, 1994; Walsham,
2002; Bagchi et al., 2004; Leidner & Kayworth, 2006; Tak-
ieddine & Sun, 2015). Several empirical findings underscore
the moderating role of culture on technology usage (Bell-
man et al., 2004; Bélanger & Crossler, 2011; Zhang et al.,
2012; Miltgen & Peyrat -Guillard, 2014). In addition, the
perceived information security concerns (or trusting belief
in security measures) are culturally embedded characteristics
that will influence digital payment usage (Mohr & Walter,
2019; Mombeuil, 2020). Various studies have looked into
this aspect as well. Fan et al. (2018) empirically investigated
how digital payment adoption significantly varies across the
USA and China concerning perceived security and trust. The
findings suggest that UA positively impacts perceived secu-
rity and trust, leading to a positive attitude towards digital
payment adoption. Further, Al-Okaily et al. (2020) studied
the moderating effect of culture on the Jordanian citizens’
adoption of mobile payment services and found it insignifi-
cant. In addition, citizens from higher individualistic culture
countries, like the USA, have higher institutional trust and
are more likely to use online payments and purchases than
countries like Italy, where citizens have lower individualistic
culture (Dinev et al., 2006). Takieddine and Sun (2015) stud-
ied internet banking diffusion across 33 European countries
and found that national culture moderated internet banking
diffusion and internet access across countries. Inclusion of
the culture moderator improved the explanation power of
the model by 13%, which shows the analytical superiority
of including culture-related variables (Baptista & Oliveira,
2015). Tam and Oliveira (2019) shed light on the moderat-
ing role of UA on the impact of task technology fit (mobile
banking payment services are appropriate for me) on indi-
vidual performance (mobile banking payment services help
me to accomplish tasks more efficiently). Similarly, IDV

usage

National Culture

positively moderates the impact of task technology fit on
digital payment usage. Few other studies demonstrated the
indirect influence of national culture on mobile payment
adoption through trust and privacy concerns (Bankole &
Bankole, 2017). In sum, digital payment usage is contingent
on individuals' cultural values.

3 Research Model and Hypotheses

We adopt institutional trust theory as the theoretical founda-
tion to conceptualize the linkage between national cyberse-
curity commitment and digital payment usage. Further, to
understand whether the cultural differences inhibit or facili-
tate digital payment usage, we conceptualize culture through
two prominent Hofstede cultural dimensions. We believe
that digital payment usage varies significantly across UA
and IDV dimensions based on cultural differences. These
cultural differences moderate the institutional trust relation-
ship between national cybersecurity commitment and digi-
tal payment usage. The research model is shown in Fig. 2,
which explains how the diffusion of digital payment usage
is contingent upon the national cybersecurity commitment
and the two prominent cultural dimensions according to the
conceptual framework proposed.

3.1 National Cybersecurity Commitment and Digital
Payment Usage

National cybersecurity commitment is “the collection of
tools, policies, security concepts, security safeguards,
guidelines, risk management approaches, actions, train-
ing, best practices, assurances and technologies that can be
used to protect the cyber environment and organization and
user’s assets” (ITU Cyber, 2018). In the absence of reason-
able cybersecurity measures, cyber intrusion will impair
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Individualism/Collectivism

H2b H2a
National Hia, H1b v Digital payment
cybersecurity usage
commitment
H3b H3a
Uncertainty
Control Variables

Fig.2 Research model

the various services, especially business services and ICT
infrastructure in a country (Halchin, 2004). Despite multi-
ple advantages in ICT, cybersecurity threats play a crucial
role in the adoption and continued use of technology-related
products and services (Kimani et al., 2019; Tyagi, 2019).
More and more consumers of financial institutions and banks
are now aware that they are more vulnerable to cyberattacks
and data breaches because hackers can access bank infor-
mation and steal money (Gurung et al., 2008; Huang et al.,
2011; Kimani et al., 2019). Confidentiality, integrity, and
availability (CIA) of the data are the major concerns for the
individuals while using digital payment services (Berghel,
2000; Kim et al., 2016; Safa et al., 2015; de Gusmao et al.,
2018). For example, in the case of a digital banking trans-
action, personal and bank account information must be
kept under secrecy (confidentiality), must not be modified
by unauthorized parties (integrity), and there should be
unrestricted access of information to the authorized parties
(availability). Apart from conventional methods like stealing
mobile phones or skimming through passwords, technical
methods like phishing/spoofing, impersonation, hacking, and
malware like spyware, Trojan, or worms affect the CIA of
data (Lai et al., 2012).

Individual’s perception of these information security
threats can influence their belief, attitude, and behaviour
towards the risk associated with the internet environment
(Tsiakis & Sthephanides, 2005). This negative perception is
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primarily because of two reasons (1) consumers’ incomplete
knowledge about the information security measures to pro-
tect data and money (2) lack of trust in the uncertain digital
environment due to the absence of human-to-human interac-
tion (Manoj, 2011). This creates trust issues, and consumers
must take a leap of faith in the preventive information secu-
rity measures to accept unknown entities (McAllister, 1995).
It captures the individual’s subjective belief rather than an
objective information security measure. For example, as an
objective measure, hackers have a probability of one in 2!28
to crack 128-bit encrypted data. Still, an average consumer
who uses digital payment services is unlikely to assess this
probability. In uncertain threat situations, individuals might
not separately evaluate the issue of information security;
instead, they mainly transfer their trust in the ecosystem,
which forms a trusting belief that their information and
money are secure (Lu et al., 2011; Mohr & Walter, 2019).
Thus, the growing knowledge of cyber security threats
becomes a driver for consumers’ technology-related decision
making, specifically in electronic transactions. Hence, trust
in the preventive cybersecurity measure like the nation's
cybersecurity commitment will help consumers cope with
cybersecurity threat concerns and make them more likely to
use digital payments. Thus, we hypothesize that.

Hla: National cybersecurity commitment is positively
associated with digital payment usage within a country.
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H1b: Between countries, a persistent difference in
national cybersecurity commitment predicts a difference
in digital payment usage.

3.2 Cultural Dimension and Digital Payment Usage

From the cultural perspective, innovation diffusion is not
just a technical phenomenon but embedded in social and
cultural contexts (Lee et al., 2013). This study considers
digital payments as an innovative product. Digital payment
is a personal or individual activity where consumers use
personal devices to conduct transactions for their benefit.
Thus, digital payments aim to complete an electronic trans-
action anywhere and anytime with utmost privacy. An indi-
vidual from a society with an individualistic culture who
gives prime importance to self-goals will be influenced by
the perceived usefulness of digital payments (Bankole &
Bankole, 2017) more than individuals from a collectivist
culture. Further, digital payment systems such as mobile
banking applications or e-vendor websites were designed
to support the individualistic nature of online transactions.
Features such as saving different credit card information,
hassle-free interface, quick pay, QR code, etc., were intro-
duced to increase the ease of using payment systems. As
the individualistic culture manifests individual independence
and prioritises choosing one’s own goals over others, such
culture promotes innovative products like digital payments
that will help individuals achieve personal goals effectively.
Thus, we hypothesize that

H2a: Digital payment usage rates are lower for collec-
tivist (low IDV) than individualist (high IDV) countries.

Similarly, trust in public institutions varies across dif-
ferent countries as the notion of institutional trust varies
across cultures (Kim, 2008). Individuals who have been
brought up in similar cultures (e.g., similar values and
belief systems) may have different perceptions about the
cybersecurity of digital payment systems than individu-
als from different cultures. As discussed, individuals from
highly individualistic cultures have swift trust assumptions
and technology diffusion with minimal structural assur-
ance. They have a more universalistic view of others and
have higher propensities to trust than to distrust those in
collectivist culture (Huff & Kelley, 2003). On the con-
trary, institutional trust among individuals in a collectiv-
ist society happens through transference. Moreover, there
is a slow trust assumption in these cultures, and mainly
trust is governed by social interactions (Leung & Cohen,
2011). Therefore, if the institutions exhibit higher commit-
ment (high trustworthiness cues) towards protecting digital
transactions from cyber security threats, individuals from

collectivist societies are more likely to choose digital pay-
ments. Thus, we hypothesize that

H2b: Higher levels of national cybersecurity commit-
ment amplify the effect of the IDV dimension on digital
payment usage. Countries with collectivist cultures have
higher rates of digital payment usage at higher levels of
national cybersecurity commitment.

Uncertainty avoidance measures how society manages
the fact that the future is uncertain. People from weak UA
societies accept higher levels of risk and therefore do not try
to control the uncertainty regarding the future (Hofstede,
1980). Alternatively, individuals in strong UA cultures
attempt to control uncertain events and reduce risk. Although
the probability of cyberattack against data and money is
predominantly higher in digital payments, individuals from
weak UA cultures are conditioned to accept it. As discussed,
people from strong UA are resistant to change, presumably
because change often involves uncertainty (Lim et al.,
2004). On the contrary, people from weak UA exhibit lower
resistance to change. Digital payment inherently involves
various technology uncertainties, making it less appealing to
individuals in strong UA culture. Thus, we hypothesize that

H3a: Digital payment usage rates are higher for coun-
tries with relatively lower uncertainty avoidance levels.

Weak uncertainty avoidance culture is associated with
less regard for stability and permanence in the relationship.
As a result, it may be difficult for individuals in these cul-
tures to trust an individual or institution. Also, considering
the high tolerance for opinions different from their own,
individuals in weak UA culture may be less willing to judge
others to be similar. Thus, it is difficult for individuals in
weak UA cultures to identify trusted sources (Doney et al.,
1998). Strong uncertainty avoidance culture is associated
with the following societal norms and values: (1) need for
structure (formal rules and regulations), (2) strong faith in
institutions, (3) belief in experts and knowledge, and (4) high
regard for stability (Doney et al., 1998). This belief system
permits individuals to develop trust in institutions. It is thus
expected that people in countries with strong uncertainty
avoidance levels would generally view digital payments
more favourably at higher levels of national cyber security
commitment. Therefore, we hypothesize that

H3b: Higher levels of national cybersecurity commitment
attenuate the negative effect of UA dimension on digital
payment usage. Countries with strong uncertainty avoid-
ance have higher rates of digital payment usage at higher
levels of national cybersecurity commitment.
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4 Research Methodology
4.1 Data Analysis
4.1.1 Data Source and Variables

We tested our hypotheses using archival data collected
from the Global Findex database, World Economic Forum,
Hofstede’s national culture, and the World Bank database.
Specifically, we used repeated cross-section (RCS) data of
household digital payment usage collected from the Global
Findex database aggregated at the country level. Further, we
also explored the moderating effect of culture in building
trust using Hofstede’s national cultural dimensions at the
country level. All the values of the variables are collected
for the years 2011, 2014, and 2017 which constitute a pseudo
panel data set (cross-sectional at level 1, time-series at level
2) for this study.

The primary reason for collecting data from the second-
ary database is because of the nature of the study. This is
a cross-country study where data is collected in repeated
cross-sections, nested at the country level. Collecting pri-
mary data is constrained by the time and resources in such
extensive studies. Further, secondary data adds additional
benefits of statistical generalization, robustness to common
method bias, and easy replication (Krishnan et al., 2013).
The dependent variable in this study is digital payment
usage, which was operationalized using the measure ‘use of
at least two buckets of digital financial services by the indi-
vidual’ (see Table 1) collected from the Global Findex data-
base. Global Findex database is one of the comprehensive
global datasets of adults' financial inclusion, including their
account holding pattern how individuals save, borrow, make
payments, or send money. This survey covers more than
150,000 national representatives accounting for more than
1000 samples (adults above 15 years of age) from every
140 countries. In the Global Findex survey, respondents
were asked questions like” whether they received govern-
ment transfers through mobile phone” or used mobile phone
internet services to pay utility bills.” It was assessed using
the scale 0 and 1, which indicates nonuser and user. Based
on the nature of the questions, we grouped the services con-
ducted by individuals into five buckets (see Table 2) in ref-
erence to the Global Fintech Adoption Index published by
EY (GFALI, 2019). We operationalized the digital payment
usage using the scale 0 and 1, where 0 indicates an individ-
ual using less than two buckets of digital payment service
and 1 indicates an individual using two or more buckets of
digital payment service. Then, we pooled the observations
at the occasion and country level. For example, in 2014, in
Finland, the country-level digital payment usage rate was
72%, where higher usage was among individuals in the
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age group 35-44 (95%), income level richest (96%), and
education tertiary or more (98%). National cybersecurity
commitment was operationalized using the measure “global
cybersecurity index.” This composite index focuses on five
pillars: legal, technical, organizational, capacity building,
and cooperation assessed using a continuous scale ranging
from O to 1. The sample items include the quality of cyber-
security regulation, the use of the cloud for cybersecurity,
educational awareness programs, and bilateral agreements.
The moderating variable in this study is national culture,
which was operationalized using Hofstede’s national cul-
tural dimensions: uncertainty avoidance and individualism/
collectivism. The countries used for the analysis are listed
in Appendix Table 10.

This study also used macro-level and micro-level control
variables. Micro-level control variables include education
level and household income. These represent the usage of
digital payment at a given time and country among various
socio-demographic profiles. We captured these factors as an
aggregate and explained their effect on the digital payment
usage rate. Macro-level control variables include technology
readiness, financial market development, and GDP growth.
Table 1 reports the variables used, their operationalization,
and data sources.

4.1.2 Multilevel Model

Our goal was to create a complete picture of the relationship
between national cybersecurity commitment, culture, and
digital payment usage. To achieve this, we adopted a mul-
tilevel® or hierarchical modelling approach from a nuanced
perspective that distinguishes different levels of analysis.
Country-level data are nested within multiple, sequential
time points in a repeated cross-sectional design. Multilevel
models are suited for this type of data structure as countries
embedded within the year where the specific cross-section
was collected (DiPrete & Grusky, 1990; Lebo & Weber,
2015). Figure 3 presents a schematic of our multi-level anal-
ysis. Our data structure consists of year-wise observations
nested within country-level units. Our variables are meas-
ured for multiple occasions at level 1, and those multiple
occasions are produced within multiple countries, which
serve as nesting units at level 2. Over the last years, the
varying cybersecurity intervention levels across countries
have unfolded. It is essential to ask if these interventions
have affected digital payment usage in our basic model.
Multilevel modelling on such hierarchical data structures
allows us to account for both within-country and between-
country variations by including fixed effects for the predic-
tors and specific random effects (variability across years

2 We thank Reviewers #1 & #2 for this suggestion.
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Table 1 Variables and operationalization

Variables

Operationalization

Data sources

DPU

Independent variable
NCSC

Moderator variable

UAI
IDV

Control Variables

EDU
INC

TR
PCT
GDP

This is defined as the aggregate usage of digital payment
services in the country. At the country level, it can be
referred to as the proportion of citizens using digital
payment usage according to the sample collected for
each country's occasion. Digital payment services refer
to finance solutions' technology-enabled or digitalization
process (Wang et al., 2019). To improve compatibility
with Global Fintech Adoption Index published by EY
(GFAL, 2019), this study also introduces the concept of
“buckets” or “categories” and groups similar services
together. Therefore, digital payment usage can be called
true for someone who used two or more service buckets.
This study uses five categories: basic access to financial
services, money transfer and payments, E-commerce
trade/utility bills, budgeting, financial planning, bor-
rowing, and insurance. Buckets and related services are
explained in Table 2

The global cybersecurity index focuses on the five pillars:
legal, technical, organizational, capacity building, and
cooperation. Even though the reports were published
later, actual data collection was in alignment with the
Global Findex survey. A detailed description is given in
Table 9 in Appendix

Hofstede’s cultural dimensions have been employed to dif-
ferentiate two cultural dimensions

Household income (INC) is a nominal variable with five
different groups ranging from the poorest 20% to the
richest 20%. Education (EDU) is a nominal variable with
three levels ranging from primary to tertiary and more.
This is a proxy for human capital

TR: The technological readiness pillar measures the agility
with which an economy adopts existing technologies to
enhance the productivity of its industries, with specific
emphasis on its capacity to fully leverage information
and communication technologies (ICT) in daily activities
and production processes for increased efficiency and
competitiveness

PCT: Financial market development explains the availabil-
ity and accessibility of financial resources to the firms to
develop the financial market. It is measured using private
credit to GDP

GDP: GDP growth explains the year-wise GDP growth
of a country. GDP growth was used to account for the
faster economic growth episodes in the country, which
would influence financial inclusion and financial industry
development

Global financial inclusion index (GFI, 2011, 2014, 2017)

International Telecom Union (ITU Cyber, 2011, 2014, 2018)

Hofstede et al. (2010); Hofstede (2021)

Global financial inclusion index (GFI, 2011, 2014, 2017)

World Economic Forum (ITU, 2011, 2014, 2017)
World bank data (WBD, 2020)

Note. DPU Digital payment usage, NCSC National cybersecurity commitment; GDP GDP growth rate, PCT Private credit to GDP, TR Technol-
ogy readiness, CUL National culture, EDU educational qualification Tier, INC Household income quantile tiers
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Table 2 Categories and services which explain digital payment usage

Categories/buckets Services

Basic access to financial services ~ Access account through internet or mobile

Money transfer and payments Send or receive digital remittances or E-money (e. g., wages, school fees, government transfers, agricultural

services, self-employment through mobile and money transfer services)

E-commerce trade/utility bill Purchase and payment through e-commerce applications using mobile or Internet. Pay bills or online bro-

kerage (through mobile or internet)

Budgeting and financial planning ~ Use of financial tools for financial planning and pension management

Borrowing and Insurance
services

Online loan or insurance request and access to the financial or non-financial institution and brokerage

Country

Country 1
Level 2 G
Aggregated observationsof each
country Year wise Year 2011 Year 2014
Level 1

Fig.3 Schematic of multi-level analysis

and countries). To fully evaluate the relationships and maxi-
mize the robustness of our findings, we analyzed time-series
cross-sectional data, covering 76 countries from 2011 to
2017, which produced 228 observations (3 occasions per
country).

In this study, we conflated the two independent pro-
cesses (1) a lower-level process that happens within country
(within-country effect) and (2) a higher-level process that
happens across countries (between-effect). We argue that a
between-country effect refers to a long-term and persistent
process that characterizes digital payment usage compared
to other countries. However, the within-country effect refers
to a short-term process of relative change within a coun-
try. These effects might produce the same pattern, but they
speak to different mechanisms. There is interdependence
among occasions generated in a country, as these occur in
their contexts. This process varies largely across countries.

Country 2

Year 2017

Year 2011 Year 2014 Year 2017

Multilevel modelling on our hierarchical data allowed us
to simultaneously infer both between-country and within-
country processes without confusing the two. To conduct
multilevel modelling, we followed the procedure described
by Kusano and Kemmelmeier (2020).

The first step is analyzing model 1, which decomposes
variance into occasions and country. This analysis shows
why the between-country and the within-country processes
should be separated. The other models explain varying lon-
gitudinal processes by analyzing both within-country and
between-country processes, accounting for country-specific
effects. We created an additional model (Appendix Table 11)
to increase the robustness, where we used data regarding
digital payment usage directly from the source rather than
using the concept of the bucket. The multilevel model was
analyzed using full information maximum-likelihood esti-
mation by ‘xtmixed’ in Stata 14 software. The two-level
model is as follows:

Digpayusage;, = py + p, Year;, + ﬂ;VCybcomm,, + ﬂfCUL,- + BXVINDE, + ﬁSWCOU,-, + ﬂgCybcomm,-, + ﬂfCOU,-, + fyCybcommy, * CUL; + {py + p, Year;, + p, Cybcomm,,} + e;,

Ho 0 ‘750
mo [~N 0 ] o oy > (1)
Hy 0 e Oz %2

e, ~ N(O, o'f)
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Table 3 Descriptive statistics

and correlations Variable name M DPU NCSC GDP PCT TR IDV UAI EDU INC
DPU 0.41 1
NCSC 0.56  0.56 1
GDP 352  -0.03 -0.01 1
PCT 4.09 041 0.40 -0.22 1
TR 442  0.63 0.63 -0.17  0.65 1
IDV 040 0.51 0.48 -0.13 044 0.65 1
UAI 0.69 -0.30 -0.21 -024 -023 -0.10 -026 1
EDU 194  0.50 0.44 -0.18  0.49 0.72 0.54 0.02 1
INC 319 -0.06 -0.07 -0.07 -0.12  -0.09 0.11 0.05 -0.01 1

Note. DPU Digital payment usage, NCSC National cybersecurity commitment, GDP GDP growth rate,
PCT Private credit to GDP, TR Technology readiness, /DV Individualism/collectivism, UAI Uncertainty
avoidance index, EDU educational qualification Tier, /NC Household income quantile tiers, N=76, M

Mean

Digpayusage;, is the aggregated usage of digital pay-
ment services in country i at time f. f, is the intercept of
digital payment usage, allowed to vary by country (ug). f,
estimates the linear slope of Year on digital payment usage.
It corresponds to a deviation relative to the underlying tra-
jectory of the dependent variable. In addition, the slope of
Year is allowed to vary by country, and its random effect is
estimated by ;. Our within-between random-effects regres-
sion model expresses the target predictors using within-
country and between-country predictors. We, firstly, group
mean centre a series of time-variant level-1 predictors by
subtracting country-specific average scores. This proce-
dure generates variables representing predictors’ temporal
fluctuations around the country-specific means. This also
removes any between-country variability inherent in the
time-variant level-1 predictors. Therefore, g, 8} and pJ’
represent fixed effects of the level-1 time-variant predic-
tors: national cybersecurity commitment, micro-level con-
trol variables (education level, and household income level),
and country-level control variables (technological readiness,
financial market development, and GDP growth), respec-
tively. These effects correspond to level-1 within-country
effect — the degree to which a change in cybersecurity com-
mitment and other control variables affect digital payment
usage within any given country. The within-country effects
are also allowed to vary by country, and these random effects
are captured by u,. p7, p¢ and p2 represent the fixed effects
of time-invariant level-2 predictors: national cybersecurity
commitment, cultural dimensions, and country-level control
variables (technological readiness, financial market develop-
ment, and GDP growth). These estimates represent level-2
between-country effect, i.e., the country’s historical charac-
teristics of each predictor- the degree to which a predictor
affects digital payment usage at the between-country level on
the average across the entire period under consideration. By
using different coefficients to capture between-country and

within-country effects, this approach solves the endogeneity
problem by removing potential collinearity between level-1
and level-2 predictors (Bell et al., 2019). We explore cross-
level interactions to estimate the moderating effect between
cyber security commitment and cultural dimensions. fg
estimates the interaction effect between time-variant cyber
security commitment and time-invariant level-2 cultural
dimension predictors. Level 1 variance is o

e

5 Results
5.1 Summary Statistics

We restricted our sample to 76 countries. We dropped coun-
tries where the data regarding variables used in this study
are not available. Our final sample consisted of 228 obser-
vations from 76 countries, collected from different waves in
2011, 2014, and 2017, forming pseudo panel data for this
study. Table 3 shows the descriptive statistics and correla-
tions for all variables in our study. Descriptive statistics indi-
cate that one-third of the individuals use digital payments
in the given sample. However, the average level of financial
market development and technological readiness is higher

Table 4 Likelihood ratio test comparing the two-level model with the
single-level model

Digital Payment usage Single-level model Two-level model

(model 1)
0'3 0.231*** (0.010) 0.193*** (0.018)
05 0.127*** (0.007)
Log-likelihood 10.09 67.25%
Observations 228 228

Significant model improvement if the new model was superior to the
immediate left at p <0.001
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Digital payment usage

Country 39.69%

Occasion 60.31%

Fig.4 The proportion of variance present at two levels (expressed in
percentage)

among the countries in the current sample. The correlation
matrix indicates a positive relationship between digital pay-
ment usage and country-level variables. Further, the strength
of the association between independent variables is low to
moderate (< 0.8), which is indicative of minimal multi-col-
linearity (Hair et al., 2006).

5.2 Analyzing the Trajectory of Digital Payment
Usage

To illustrate the multi-level nature of data, we first present
a variance-component model (null model). Table 4 summa-
rizes the likelihood ratio tests comparing null models at each
level. There is a significant improvement in the goodness of
fit between models, thereby justifying the need for build-
ing a multi-level model. Figure 4 explains the proportion
of variance present at two levels (expressed in percentage)
and thus confirms hierarchical data structure. Occasion cor-
responds to the level-1 residual variance (03) and reflects
longitudinal variation. Country corresponds to the level-2
residual variance (05) and reflects the country-level varia-
tion. This suggests that digital payment usage varies more
longitudinally than cross-sectionally. Further, to improve the
accuracy of the results, we clustered the error at country and
year level, which established that the results were robust
to heteroscedasticity. We ran different models to increase
the robustness of the results. Different models are reported
in Table 5 and Appendix Table 7. Model 2 examined the
longitudinal pattern of digital payment usage. The signifi-
cant coefficient, with b=0.027, SE=0.002, and p <0.001,
suggested that, on average, there is a predictive increase of
0.027 in digital payment usage on successive occasions (see
Model 2 in Table 5). Model 2 with only the Year as predictor
reduced the variance previously attributable to the occasion-
level residual in Model 1 from 0.19 to 0.1, by 46%. Further,
when the slope for Year and NCSC are allowed to vary by
country, the resulting random slope models (Model 4 and
Model 5) produce a significantly better fit than the fixed-
effect model. A critical insight derived from our models is
that individual trajectories of digital payment usage among
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countries are rather heterogeneous. The rest of the models
are discussed in detail in the next section.

5.3 Analysis of within-Country
and between-Country Effects

Building on the two-level model, this section explains the
within-country and between-country effects. Model 3 exam-
ined the within-country impact by including the time-vari-
ant level-1 predictors. Model 3 in Table 5 suggests that the
within-country effect of national cybersecurity commitment
was positive, with b=0.140, SE=0 0.078, and p <0.1, indi-
cating that an increase in digital payment usage within any
given country corresponds to an increase in national cyber-
security commitment. Adding these time-variant level-1
predictors in Model 3 reduced the variance previously
attributable to the occasion-level residual in Model 3 from
0.1 to 0.093. Therefore, fixed-effects of these time-variant
level-1 predictors alone explained an additional 7% of the
occasion-level variance, unexplained by the previous model.
Models 4 and 5 examined the within-country and between-
country effect by including the time-variant level-1 predic-
tors, time-invariant level-2 predictors, and interaction terms.
Our results suggest that national cybersecurity commitment
produces a mixed pattern that varies by level of analysis. The
within-country effect of NCSC corresponds to a longitudinal
process. The within-country effect of NCSC turned out to
be negative in Model 4 and Model 5. However, the standard
error pertaining to this coefficient is large enough to render
this effect unreliable. By contrast, the between-country effect
of NCSC represents the degree to which a persistent differ-
ence in NCSC between countries predicts a difference in
DPU between countries. Model 4 in Table 5 suggests that the
between-country effect of NCSC was positive, with b=0.23,
SE=0.130, and p <0.1, indicating that across countries, an
increase in digital payment usage corresponds to an increase
in national cybersecurity commitment. There is enough evi-
dence from Model 3 and Model 5 to suggest that the rela-
tionship between national cybersecurity commitment and
digital payment usage is significant and positive, thus sup-
porting Hla and H1b. Overall, the between-country effect
of NCSC is predominantly higher and positive, indicating
that a 1-unit increase in NCSC between countries predicts a
0.23-unit increase in digital payment usage.

The uncertainty avoidance index (UAI) exhibits similar
effects in Models 4 and 5. The between-country effect of
UA was negative, with b=-0.202, SE=0.089, and p <0.05,
meaning that countries with high uncertainty avoidance cul-
ture would have lower digital payment usage, thus support-
ing H3a. However, the path coefficient of the moderating
effect of the UA on the relationship between national cyber-
security commitment and digital payment usage is signifi-
cant and positive, with b=0.376, SE=0.176, and p <0.05.
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Table 5 Impact of national cybersecurity commitment and culture on digital payment usage

Dependent Variable: DPU Model 2 Model 3 Model 4 Model 5 Hypothesis supported
Fixed parts
Year 0.027%** 0.014** (0.004) 0.0347%** 0.035 #s#*
(0.002) (0.007) (0 0.006)
Within-effects
NCSC 0.140% -0.094 (0.150) -0.096 (0.144) Hla supported
(00.078)
GDP 0.002 (0.003) 0.020** (0.008) 0.021** (0.009)
PCT -0.022 (0.062) -0.016 (0.065) -0.007 (0.077)
TR 0.079%* (0.033) -0.012 (0.045) -0.018 (0.040)
EDU 0.109 (0.165) 00.059 0.042 (0.157)
(00.102)
INC -0.001 (0.0347) -0.037 -0.046 (0.049)
(0.054)
Between-effects
NCSC 0.23% 0.226* (0.132) H1b supported
(0.130)
IDV 00.104 0.112 (0.110) H2a not supported
(00.101)
UAI -0.205%* (0.091) -0.202%* H3a supported
(0.089)
GDP -0.017%* -0.018** (0.007)
(0 0.008)
PCT 0.004 0.007 (0.047)
(0.035)
TR 0.105** (0.030) 0.104 *#%* (0.032)
within X between interaction
NCSC x IDV -0.057 (0.267) H2b not supported
NCSC x UAI 0.376%* H3b supported
(0.176)
random parts
Level 2: country
0. (intercept)ai(] 0.198%%* 0.191%* (0.017) 0.127%** (0.015) 0.124 ** (0.021)
(0.013)
1. (Year) 031 0.0005 0.0003
(0.0002) (0.008)
2. (NCSC) 0'32 0.232%* (0.128) 0.208%*
(0.216)
Level 1: Occasion
o-f 0.1 ** (0.008) 0.093** (0.005) 0.089%* (0.005) 0.078%*
(00.009)
Log pseudolikelihood 108.6 115.72 140.55 146.86
Observations 228 228 228 228
countries 76 76 76 76
Wald chi2 90.57 151.16 227.41 513.22

Values in the bracket represent robust standard error

Note. Significance level *p <0.10, **p <0.05, ***p <0.001, DPU Digital payment usage, NCSC National cybersecurity commitment, GDP GDP
growth rate, PCT Private credit to GDP, TR Technology readiness, /DV Individualism/collectivism, UAI Uncertainty avoidance Index, EDU edu-
cational qualification Tier, /NC Household income quantile tiers

This implies that the negative effect of UA on digital pay-
ment usage is lower among countries with higher cyber
security commitment, thus supporting H3b. To further dig

into the nature of moderations, it was necessary to plot the
moderation effects. Accordingly, simple slope analysis was
conducted using the margin command in STATA. Figure 5
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Fig.5 Moderation effect of UA on the relation between NCSC and
DPU

shows the moderating effect of the UAI on the relationship
between national cybersecurity commitment and digital pay-
ment usage. Digital payment usage at a low level (-1 SD)
and a high level (+1 SD) of UAI showed a considerable
difference when national cybersecurity commitment was
low and high. Countries with high uncertainty avoidance
cultures have higher digital payment usage when there is a
higher national cybersecurity commitment. However, at its
mid ranges, the difference was more minor. At weak UA and
higher NCSC, digital payments are lower, to our surprise.
This finding is exciting and explained in the next section.
Regarding the effects of the control variables, as shown
in Table 5, the within-country effect of GDP was positive,
with b=0.021, SE=0.009, and p <0.05, meaning that any
increase in GDP growth within-country was linked to a
modest increase in digital payment usage. The significant
between-country effect of GDP, with b=-0.018, SE=0.007,
and p <0.05, suggests that a 1-unit difference in GDP growth
between countries predicts a 0.018-unit decrease in digital
payment usage. This implies that a persistent difference in
GDP growth between countries negatively predicts a per-
sistent difference in digital payment usage. The between-
country effect of technology readiness was positive, with
b=0.104, SE=0.032, and p <0.001, meaning that any
increase in technology readiness was linked to a modest
increase in digital payment usage. Given the interdepend-
ence between countries, it is worthwhile to investigate
regional implications for the observed effects of national
cybersecurity commitment. For instance, countries in a
particular region might drive the observed effects entirely.
Thus, we investigated an additional model to increase the
robustness of the results. Here, we allowed the intercept to
vary by region; this allowed us to test whether adding a third
level would cause variability in observed effects. Model 6 of
Appendix Table 7 summarizes the coefficients of this model.
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Our findings are often confirmed, as shown in Appendix
Table 7. The region corresponds to the level-3 residual vari-
ance (alf) and reflects region-level variation. We observed
that there is region-level variation in digital payment usage.
We emphasize that the third level (regional analysis) model
is somewhat exploratory, and further research needs to be
conducted to identify region-specific relationships.

6 Discussion

In response to the research questions- what are the roles of
national cybersecurity commitment and national culture in
explaining digital payment usage within and between coun-
tries, this study proposed a research model that allowed the
investigation of these factors through hierarchical model-
ling. The analysis revealed that national cyber security
commitment's within-country and between-country effects
positively influenced digital payment usage. However, one of
the cultural dimensions, IDV, yielded no significant results.
Meanwhile, the UA cultural dimension was the most impor-
tant factor concerning digital payment usage among citizens
across countries.

6.1 National Cybersecurity Commitment on Digital
Payment Usage

A citizen’s use of technological innovations is primarily
based on two prerequisites: first, the need for the service,
and second, the capability of technology solutions to ful-
fil that need (Srivastava & Teo, 2009). Digital payments
are electronic transactions that involve the transference of
personal and financial information where individuals have
lesser control over the technology platform. This enforces
individuals to trust the technology and the enabler of tech-
nology (political and public institutions). A situation where
citizens trust both technology and capabilities of public
institutions in delivering those technologies as an enabler
will lead to a scenario where there is a collaborative effort
from both ends in the diffusion of innovation (Srivastava
& Teo, 2009). This will lead to the successful implementa-
tion of the technology initiatives. This study used national
cybersecurity commitment as the proxy for preventive cyber-
security measures. We studied its positive impact on the
diffusion of technological innovation, i.e. digital payment
usage among citizens. Institutional trust theory was used as
defining principle for many social and economic interactions
(Mayer et al., 1995). We used institutional trust theory to
explain the role of national cybersecurity commitment on
digital payment usage behaviour. Findings from this study
underscore the level of confidence that citizens have in both
political and public institutions to ‘do the right thing,” ‘to act
diligently and appropriately’ on behalf of the public in the
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matter of cybersecurity. The findings emphasized that trust
in institutions has a more significant influence on usage deci-
sions, and we discuss how this trust can be enhanced through
various commitment efforts. Findings are consistent with
prior results on the role of facilitating conditions on digital
payment usage (Thakur & Srivastava, 2014; Yu, 2012; Zhou
et al., 2010). A recent study revealed that a lack of facilitat-
ing conditions in a country hurts the actual usage of mobile
payment services (Pal et al., 2021a). Further, the significant
and negative effect of lack of facilitating conditions on the
future intention to use digital payments brings out the rel-
evance of institutions' commitment towards cybersecurity.

To dig deeper, we analysed all pillars of national cyber-
security commitment as significant trust enablers on digital
payment usage. Appendix Table 8 displays the effect of dif-
ferent pillars of cybersecurity commitment on digital pay-
ment usage. Results indicate that digital payment usage is
mainly driven by the cooperation measures implemented
by the countries (b=0.248, SE=0.1431, p <0.1). This sug-
gests that cooperation measures are taken by the government
enrich citizens’ trusting belief towards the government's abil-
ities to minimize cybersecurity threats. Further, this is also
an indication that the trustworthiness cues demonstrated by
the government in terms of their commitment towards coop-
eration measures are accepted by the citizens and reflected
in their trust in the institution. Greater cooperation among
institutions within-country and between countries can enable
the development of much more robust cybersecurity capa-
bilities, helping to deter repeated and persistent cybersecu-
rity threats and allow better investigation of cybercrimes
and apprehension and prosecution of malicious offenders.
Participation in various international forums is strong among
nations to better cybersecurity within the country. However,
most countries have lesser bilateral/ multilateral agreements,
inter-agency partnerships, and public—private partnerships
(ITU Cyber, 2018). This indicates that more and more efforts
are needed from countries to increase the cooperation efforts
to minimize cyber threats. However, various countries have
done well in their cooperation efforts. For instance, Esto-
nia was one of the first countries to create a cybersecurity
strategy in 2008. Currently, their efforts intend to formalize
existing ties and enhance R&D activities in the cybersecu-
rity field in Estonia. Similarly, Hungary actively engages
with partners within the Global Forum on Cyber Expertise
and shares information and best practices on cyber incidents,
critical information infrastructure protection, etc. Singapore
is a prime example of establishing a partnership with other
countries to establish channels for information exchange on
cyber threats and incidents. Association of Southeast Asian
Nations (ASEAN) Cyber Capacity Programme is an exam-
ple of an approach towards cybersecurity cooperation meas-
ures between countries (ITU Cyber, 2018).

Cybersecurity commitment exercised by the nations
through legal measures has a negative effect on digital
payment usage. A possible explanation for this result
could be that signals of trustworthiness cues related to the
execution of legal efforts by the government are weak. For
instance, the objective of the legislative framework is to
harmonize practices at the national/international level and
combat cybercrimes. Even though countries have strong
cybercrime legislation, most of the time, the law becomes
ineffective, and offenders are not prosecuted (Park, 2019).
This makes citizens lose faith in cybersecurity legislation.
It is interesting to note that other pillars turned out to be
non-significant in explaining the institutional trust mecha-
nism. We offer two major explanations for these insignifi-
cant results. First and foremost, information cues regarding
organizational, capacity building and technical measures
are less visible to the citizens even though government
makes those efforts. The second explanation is the number
of resources spent on these measures is limited in coun-
tries. This is evident in the measures of the other pillars
reported in the global cybersecurity index. Most countries
have low values for these indices or have not been meas-
ured (ITU Cyber, 2018).

6.2 Moderation Effect of Culture

It is essential to understand the role of cultural dimensions
on digital payment usage because citizens' acceptance and
use of digital technologies contribute to financial inclusion
and economic progress within a country. However, the value
systems ingrained in the individuals shape the usage of such
novel technologies and thereby act as a barrier or facilitator.
Our findings partially support this claim. To elaborate, the
direct and moderating impact of the IDV dimension on the
proposed relationship was insignificant. The lack of support
for the direct and moderation effect of IDV on digital pay-
ment usage may lie in the system's characteristics. It may be
possible that the IDV dimension is more readily manifest
in the case of collaborative technologies acceptance (e.g.,
internet forums, project management systems) rather than
standalone systems such as Apple Pay and mobile bank-
ing (Srite & Karahanna, 2006). This is primarily because
of interdependence in collaborative technologies where the
trust factor gains considerably more salience. We also offer
an alternative explanation that few countries with high IDV
have lower digital payment adoption. For instance, France
has a higher GCI (0.918) and IDV (71), but digital payment
adoption was comparatively lower (34%) as compared to
the United Kingdom (GCI: 0.931, IDV: 89, digital payment
adoption: 71%) (ITU Cyber, 2018; GFAI, 2019). These con-
cerns also call for future studies to explore cultural effects
at a deeper level.
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The hypothesized main effect of uncertainty avoidance is
significant. This suggests that uncertainty avoidance plays
a dominant role in explaining digital payment usage rates
across cultures. This pattern could be attributed to their tol-
erance for the uncertainty associated with digital payments.
Individuals from weaker UA cultures accept a higher level
of risk and do not attempt to control uncertainty, which
results in the acceptance of newer technologies. This is
termed as the innovation effect and is more evident in weak
UA culture (Lee et al., 2013). Innovation effect stems from
the individual’s perception, and they choose to adopt an
innovation at the early stages of diffusion. However, higher
UA cultural societies formulate ways to control future
events to reduce uncertainty and thus accept technologies
after risk acceptance has disappeared (Lee et al., 2013).
This was called the ‘imitation effect,” which stems from
social interaction. In one study, Baptista & Oliveira (2015)
used a sample from Mozambique (weak UA) and found that
UA positively impacts mobile banking usage. UA's positive
and significant moderation effect on the relation between
national cybersecurity commitment and digital payment
usage suggests that there is higher adoption of digital pay-
ment usage at a higher level of cybersecurity commitment.
As discussed earlier, citizens trust the institution in case
of uncertainties, especially in digital payment systems,
where they have less control over the technology platform.
Members of strong UA culture have more interdependence
tendencies, want more structural ways of controlling risk,
and are influenced by group norms and opinions. Moreo-
ver, trust is formed through the transference process. Thus,
transference-based trust determinants such as referral, word
of mouth, intermediate institution’s review, and recom-
mendation are more positively related to consumer trust in
digital payment systems in a strong UA culture than a weak
UA culture (Kim, 2008). In other words, transference-based
trust determinants like national cybersecurity commitment
play a more decisive role in building consumer trust in digi-
tal payments in a strong UA culture. It is interesting to note
that digital payments are lower at lower levels of UA and
higher NCSC. This is primarily because of the disparity
between countries used in the dataset. To elaborate, few
countries with low UA have lower digital payment usage.
For instance, in 2014, a country like Singapore had a lower
usage rate than the United Kingdom, both having weak UA
and higher NCSC. Another possible explanation is that peo-
ple from weak UA culture use the internet for collecting
information for their offline purchases rather than directly
involved in online shopping (GFAI, 2019; Lim et al., 2004).
Further, there is evidence in previous literature regard-
ing the difficulty for individuals in weak UA to identify
with trusted sources (Doney et al., 1998). However, more
extensive longitudinal data should be considered for future
research to assess the complete picture.
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6.3 The Impact of Control Variables on Digital
Payment Usage

Results displayed in Table 5 indicate that technology readi-
ness is an essential predictor of digital payment usage. As
expected, the ICT development in a country will improve
cybersecurity measures. Furthermore, age is one of the
important determinants of digital payment usage. These
results are consistent with previous studies (Krishna &
Krishnan, 2020). However, there are two major insignificant
results worth mentioning. The first is the negative impact
(weaker) of GDP growth rate (between-country effect)
on digital payment usage. It is reasonable to expect that a
country with higher GDP growth will have better ICT infra-
structure, which results in more increased proliferation and
use of digital payment systems. However, it is interesting to
note that the digital payment adoption rate of countries with
lower GDP is more significant than most developed nations
(GFALI, 2019). For Instance, countries like India (87%) and
South Africa (82%) have higher digital payment adoption
than developed countries like the Netherlands (73%) or the
United Kingdom (71%). One of the reasons for this reverse
trend is the availability of financial institutions in remote vil-
lages, forcing citizens to rely on digital payment systems like
mobile money transfer services (e.g., M-Pesa). The second
was the statistical insignificance of financial market devel-
opment on digital payment usage. It was expected to get a
significant positive relationship with digital payment usage
since it automatically increases credit access to financial
firms and thus flourishes Fintech industries (Léon & Zins,
2020). However, to reflect the growth of the financial market
in digital payment usage, there must be an integration of
Fintech services into different categories such as borrowing,
insurance, budget, and financial planning. Some countries
regulate or restrict investing in equity crowdfunding or peer-
to-peer lending, which slows the diffusion process. Further,
reaching out to various demographic groups of customers
like women, the older generation, and consumers in rural
areas is always challenging (GFAI, 2019). For instance,
usage of digital services in the savings and planning cat-
egory is lower for women (27%) than for men (40%).

7 Contributions and Implications
7.1 Theoretical Contributions

This study makes three significant contributions to the
literature of Fintech and behavioural information system
security research. First, drawing on the institutional trust
theory, this research is instrumental in broadening our cur-
rent understanding of national cybersecurity commitment
by identifying its positive impact on digital payment usage
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among citizens in a country. This study also underscores the
moderating role of national culture on the above relation-
ship. By conducting multilevel modelling using repeated
cross-sectional (RCS) data, this study uncovered a complex,
dynamic pattern of netizens' trust in preventive cybersecurity
measures. In doing so, this study answers Bright Internet
research’s call for studies to assess individuals’ perceptions
about national cybersecurity (Lee et al., 2018). This study
also heeds to Leidner and Kayworth's (2006) observation
that national culture is best suited to capture the breadth
of technology diffusion at the country level. Second, our
review of prior literature reveals that extant studies examin-
ing the impact of structural assurance on digital payments
are mostly focused on general policy-related effects (Luo
et al., 2010; Yeh, 2020), ICT development, or characteris-
tics of mobile technology (Xin et al., 2013). Acknowledging
the significance of those studies, in line with the foundation
of institutional trust theory, this study conceptualizes the
national cybersecurity commitment as one of the structural
assurance factors that have positive implications on digital
payment usage among the citizens in the country. Further,
drawing on the literature on Hofstede’s cultural dimensions,
this study extends the boundary condition of institutional
trust theory by emphasizing the role of cultural dimensions
in shaping the institutional trust mechanism. As shown
in our research model (Fig. 2), IDV and UA dimensions
shape individual technology-related decision-making, espe-
cially regarding digital payment usage. The role of cultural
dimensions alters our understanding regarding instilling
institution-based trust in individuals and makes it a frame
of reference for future scientific exploration. And third, in
line with the Global Fintech Adoption Index published by
EY (GFALI, 2019), we introduce the concept of “buckets” or
“categories” and bring conceptual clarity to the definition
of digital payment usage. In doing so, we extend and enrich
the Fintech literature (1) by defining digital payment user as
someone who uses two or more “buckets” or “categories” of
digital services (see Tables 1 and 2) and (2) by identifying
national cybersecurity commitment as an important deter-
minant of the digital payment usage. In sum, by introduc-
ing the concept of institutional trust from the discipline of
social psychology, our study provides a robust theoretical
foundation for understanding the phenomenon of digital pay-
ment usage driven by national cybersecurity commitment
and explaining the variation in trust mechanisms through
different cultural dimensions thereby contributing to inter-
disciplinary research.

7.2 Practical Implications
From a practical standpoint, our study offers three criti-

cal implications. First, through a cross-country analysis,
our study provides empirical evidence on the impact of

the national cybersecurity commitment on digital pay-
ment usage, thereby sensitizing policymakers, especially
those operating in cybersecurity, to incorporate cybersecu-
rity measures to solicit citizen’s trust in the government’s
ability and commitment towards protecting the money and
personal information. We suggest that policymakers reduce
their country’s cybersecurity vulnerability by benchmark-
ing cybersecurity practices employed by higher commitment
countries. Cybersecurity measures should be implemented in
all five pillars (see Appendix Table 9). However, our findings
suggest that the legal framework should be strengthened and
support citizens to use digital transactions without perceived
risk. For example, Russia has a robust legal framework to
implement and drive the national cybersecurity strategy.
Their cybercrime law integrated a large arsenal of proce-
dural measures to ensure compliance. In addition, their
entire financial system has been digitally enhanced to instil
confidence in using digital payment systems among citizens.
Cybersecurity cooperation measures positively impact digi-
tal payment usage, suggesting that trustworthiness cues of
cooperation measures are more visible, and citizens perceive
less risk while they transact digitally. For example, in Malay-
sia, an internet banking task force has been developed with
the help of financial institutions, Malaysian police, and the
cybersecurity wing of Malaysia to combat online banking
fraud. Even though our findings did not significantly impact
other pillars (technical, organizational, and capacity build-
ing), it is imperative to assume that these pillars have a larger
role to play. For instance, capacity-building measures ensure
that proper awareness regarding cybersecurity threats and
how to prevent them can be communicated to the citizens.
This is important because social engineering attacks are
more common in digital transactions involving money and
confidential information (Salahdine & Kaabouch, 2019).
Second, we firmly believe that our conceptual framework
(Fig. 1) can serve as a contingency model for policymak-
ers to speed up the diffusion of digital payment services by
developing tailor-made cybersecurity measures about cul-
tural differences. Such a model could help them accurately
decide what kind of trustworthiness cues are needed to instil
institutional trust among citizens to increase the digital pay-
ment diffusion process. Findings from the current study sug-
gest that cooperation measures and legal measures must be
used to strengthen the belief of UA culture populations, as
they start with low trust. Trust calibration in these popula-
tions will be highly challenging as they are more likely to
fall for false propaganda and less likely to focus on actual
measures. Thus, it is important to have increased transparent
mechanisms behind highly complex transaction processes.
For instance, displaying security banners (e.g., shields,
badges, logos, or other trust symbols) in the footer of the
digital payment application or payment page so that cus-
tomers do not miss them. It is to be noted that human trust,
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compliance, and reliance tend to drop after encountering a
failure, and there are fewer chances of recovery over subse-
quent failure-free trials (Lee & Moray, 1994). In strong UA
culture, once the trust is broken, it takes longer to negotiate
or calibrate trust again (Leung & Cohen, 2011). Thus, UA
culture policymakers must caution in the implementation of
cybersecurity measures as failure leads to loss of trust in the
institution and, therefore, has repercussions on digital pay-
ment usage. Further, policymakers from countries where UA
culture is prominent should pay attention to the mindset of
the citizens as the imitation effect is prevalent. The imitation
effect reflects social influence (e.g., word of mouth). Accord-
ingly, we suggest that policymakers of these countries take
measures for beefing up investments in cybersecurity meas-
ures and encourage people to subscribe to digital payment
services by providing an adequate guarantee against losses.
This will push citizens to calibrate trust and collaborate with
financial technology implementation in a country.

And third, research related to preventive security mecha-
nisms is currently surging. It is necessary to extend our view
towards understanding the trusting belief of netizens towards
the capabilities of the safe cyberspace platform provider.
Through this study, we demonstrate that a positive percep-
tion among netizens was created through the trustful services
offered by the government. As more and more netizens have
begun to value the potential benefits of preventive security
mechanisms employed by institutions (here, government)
in preventing cybersecurity threats, acceptance of advanced
social information system platforms like Bright internet are
very likely to happen. This study also highlights the positive
influence of cooperation measures on the netizens’ trusting
belief. Thus, we suggest that academicians and policymak-
ers working on the Bright internet initiative should promote
trustworthiness cues related to enhanced benefits of technol-
ogy among netizens using the Bright Internet platform. In
addition, we suggest that Bright Internet should make extra
effort to emphasize the role of legal measures in fighting
cybersecurity threats, as these will boost the trusting belief
in an institution like Bright internet. Further, the role of cul-
ture is also an essential factor in the acceptance of institu-
tions like Bright Internet. As our study indicates, strong UA
culture will result in a slower diffusion rate and is contingent
primarily on society (social norms). Thus, it is advisable to
carry relevant security mechanisms compatible with culture
while implementing the Bright Internet platform in various
countries. Table 6 summarizes the bright internet initia-
tive and how this study contributes to the Bright Internet
research.

cybersecurity commitment) and how it influences digital payment usage

e Comparative study about perceptions of preventive security mechanisms
net initiative acts as a platform where countries can devise policies and

legislation, subsequently reducing cyber-attacks and increasing trust

the prescriptive requirements of netizens for the next-generation Internet
e We emphasized the role of culture in instilling trust in institutions

platform (i.e., Bright Internet initiative). This study highlights,

highlighting the importance of preventive security. This study helps clarify
e Societal perception about preventive security mechanisms (i.e., national

(i.e., national cybersecurity commitment) across countries
e Role of cooperative measures: Bright Internet acts as a platform for coun-

tries to cooperate, reduce cyber-attacks, and increase trust
e Importance of legal measures in instilling trust in institutions: Bright Inter-

This study intends to make a case for the Bright Internet initiative by

How this study contributes to the Bright Internet initiative?

1. Policy (Legislation)
2. Global collaboration (Governance)

Solutions

7.3 Limitations and Future Research

ures address state-led cyberattacks (SLCAs) and private-led cyberattacks (PLCAs) through Bright Internet principles and Internet peace principles

ture that can deter the motivation of cybercrime and terror

originators” (Lee et al., 2018, p.64)

Our findings should be interpreted considering the following
limitations. First, this study uses archival data to undertake a

The objective of the Bright Internet approach is to design the future Internet platform to balance preventive cybersecurity measures with privacy protections. Preventive cybersecurity meas-

Note. Other two goals (Freedom of expression and Privacy) was omitted as this study does not directly contribute to the goals

Table 6 Contributions to the Bright Internet research initiative
Preventive security: “Realize the preventive security infrastruc-

Goals of the Bright Internet initiative
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study where we have less control in collecting samples and
measuring variables. However, our research questions and
conceptualization require a large amount of cross-country
data where primary data collection is not feasible; the use
of secondary data is justified with a limited sample size.
Moreover, data was collected from reliable sources, and they
have followed stringent guidelines to avoid bias and error in
data collection. Previous research has utilised this study's
archival sources (e.g., Krishna & Krishnan, 2020; Krishna
& Sebastian, 2021). Second, we only analyzed data from 76
countries (see Table 10 in Appendix for a list of countries),
consisting of 228 observations. We limited the analysis to
these countries as the data for other countries were not avail-
able at the analysis point. Nevertheless, given that we are
dealing with three variables (excluding control variables), a
sample size of 76 is justified. As a rule of thumb, a sample
size of 50 is considered an optimum number to avoid degrees
of freedom and efficiency problems (Hair et al., 2006). In
addition, our use of pseudo-panel data and clustering of
standard errors across countries and years give more robust-
ness to the results. And third, we assumed that culture as a
variable that remains relatively stable across timeframe of
current study. However, a study conducted by Beugelsdijk
and Welzel (2018) report that cohorts of people born in over
100 countries from 1900 to 2000 exhibit substantial change
in national culture.> We recognize this issue as one limita-
tions of the current study and readers should interpret the
results with this in mind.

The current study offers various directions for future
research. First, this study underscores the role of trust in
government institutions as a provider of cybersecurity meas-
ures that influence digital payment usage diffusion. Future
studies may consider another important construct, ‘trust in
the security of financial technologies,” to understand how
digital payment usage also shapes. Current studies have only
considered constructs that explained trust in technology in
general. For example, Sharma and Sharma (2019) exam-
ined constructs like service quality, information quality,
and system quality to understand satisfaction. To conduct
research with ‘trust in the security of financial technolo-
gies,” an initial level of knowledge among the individuals
regarding cybersecurity measures should be gauged. Second,
by utilising an additional dataset, future research can also
add an intermediate variable called ‘Agent trust’ (Senyo &
Osabutey, 2020) by using a supplementary dataset. Agent
trust is referred to as the trustworthiness of the intermediary
parties. Some trustworthiness cues may be invisible or silent
to the citizens, as discussed previously. Agents like Google
pay, Apple money, M-Pesa, etc., serve as a touchpoint to
customers where they could easily relate. Thus, it would be

3 We thank Reviewer #1 for this suggestion.

interesting to understand how agents trust the government
and indirectly impact the customers' beliefs. Third, in the
current study, we made an implicit assumption that citizens
of each country as an aggregate have similar cultural effects.
However, it has been understood by various studies that
there may be cultural variations within the country (Leung &
Cohen, 2011). These cultural variations within the country
occur mainly because of the individual differences, inter-
actions, and exchanges of culture. International migration
might add to within-country cultural variation, which results
in cultural heterogeneity within a country. Future research
may consider extending our study to understand how within-
country cultural variation impacts digital payment usage.
Insights from those studies might be refreshing and could
differ from a global study. Further, within-country studies
will shed more light on the policy level changes based on
the within-country cultural variation. And fourth, future
studies may consider extending our pseudo panel study to
a proper longitudinal or panel data study when more data
becomes available. If longitudinal data is unavailable for
most countries, future researchers could work with fewer
countries from different cultural types. For instance, one can
choose the USA (Dignity culture), Turkey (Honour culture),
and Taiwan (Face culture) (Leung & Cohen, 2011), thereby
comparing the diffusion of digital payment services among
countries to test innovation and imitation effect.

8 Concluding Remarks

Even though the use of self-defensive security mechanisms
is a way to defend against cybersecurity threats, with the
rise in the effectiveness of preventive cybersecurity mecha-
nisms, it has become agenda for countries to rely on several
preventive cybersecurity measures to protect digital infor-
mation systems. Despite the importance of such preventive
measures, there is a dearth of scientific investigation into
the positive impacts of preventive security mechanisms on
public services since they are the key target groups of such
cyberattacks. Drawing on institutional trust theory and lit-
erature on cultural dimensions, this study examined one of
the preventive security mechanisms, national cybersecu-
rity commitment, and its positive impacts on digital pay-
ment usage. As privacy and security concerns are culturally
embedded characteristics, this study also investigated the
moderating role of national culture and proposed a compre-
hensive conceptual model to explain how individuals from
various cultural dimensions moderate the above-stated rela-
tionship. We believe that our study uncovered an exciting
phenomenon, theoretical reasoning, and empirical evidence
on the influence of structural assurance on digital payment
usage, which will enrich the literature on Fintech and behav-
ioural information system security research. In addition, this
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study contributes to the Bright Internet research by assessing
the individual’s trusting belief in institutions and clarifying
the prescriptive requirements of the next generation social
information system platform. Further, this study also high-
lights the role of cybersecurity commitment from countries
in achieving the primary goal of the Bright Internet initiative
(Shin et al., 2018).

Appendix
Table 7 Three-level model (Regional analysis)
Dependent Variable: DPU Model 6
Fixed parts
Year 0.032%%%* (0.01)
Within-effects
NCSC -0.30 (0.165)
GDP 0.02** (0.009)
PCT -0.012 (0.109)
TR -0.003 (0.014)
EDU 0.116* (0.06)
INC -0.048%* (0.021)
Between-effects
NCSC 0.189** (0.085)
1DV 0.10 (0.135)
UAI -0.21%%* (0.078)
GDP -0.017*%* (0.006)
PCT 0.011 (0.05)
TR 0.078** (0.039)
Within x between interaction
NCSC x IDV -0.02 (0.14)
NCSC x UAI 0.37** (0.137)

random parts

Level 3: Region

UZ 0.0001 (0.005)
Level 2: country
0'5 0.128** (0.021)
Level 1: Occasion
0'3 0.088%* (0.006)
Log pseudolikelihood 148.6
Observations 228
countries 76
Wald chi2 234.32

Note. Regions: East Asia & Pacific, Europe & Central Asia, Latin
America & Caribbean, Middle East & North Africa, North America,
South Asia and Sub-Saharan Africa

@ Springer

Table 8 National cybersecurity commitment pillars and its impact on
digital payment usage

Dependent Variable: Digital pay-

ment usage

Legal -0.188 (-0.113)*
Cooperation 0.248 (0.1431)*
Organizational 0.119 (0.137)

-0.140 (0.139)
0.045 (0 0.110)
0.002(0.007)
0.191 (0.094)**

Capacity building

Technical

GDPgrow (GDP growth rate)
PrivCredit (Financial market

development)

techreadines (Technology Readi- 0.106 (0.056)**
ness)

Observations 133

Note. Other control variables are omitted in the table as they show
similar results as in Table 4. Values in bracket represent t-statistics;
Significance level: *p<0.10, **p<0.05, ***p<0.001; Standard
errors are adjusted for clustering at the (country year) level. Few
observations were dropped owing to data unavailability
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Table 9 Cybersecurity sub-indices and their definition

GCI Indices

Legal

Technical

Organization

Capacity building

Cooperation

Legal measures ensure that legal institutions set up a basic foundation
or response mechanism for prosecuting crimes or imposing sanctions
for cybersecurity breaches or violations. This pillar is evaluated based
on the number of legal institutions and frameworks that can deal with
cybersecurity and cybercrime

The technical measure is considered as the primary frontier of defense
to detect and respond to cyber threats. Countries are required to
build at least accepted minimum security protocols and accreditation
schemes for web and mobile applications and systems. Technological
advancement in cybersecurity is measured on the quantity of practical
mechanisms to ensure cybersecurity

Organizational measures focus on the national strategy, governance
model, and supervisory body for the implementation of cybersecurity
development

The capacity building focuses on the education and training to raise
awareness, build knowledge regarding cybersecurity and promote the
development of qualified professionals, as well as building self-aware-
ness among citizens regarding possible cybersecurity threats

Cooperation measures rely on the partnerships and agreements between
various government and private agencies. Greater cooperation enables

greater cybersecurity capability and measures the number of partner-
ships, cooperative frameworks, and information-sharing networks

Table 10 List of countries

Australia
Belgium
Canada
Denmark
Estonia

Finland

France

Germany
Hungary

Ireland

Italy

Lithuania
Luxembourg
Netherland

New Zealand
Spain

Sweden

United Kingdom
United States of America

Albania Peru Argentina
Algeria Poland Bangladesh
Austria Portugal China
Azerbaijan Romania Croatia
Bolivia Russia Czech Republic
Bosnia Saudi Arabia India
Brazil Serbia Indonesia
Bulgaria Slovakia Japan
Chile Slovenia Korea
Columbia Tanzania Latvia
Dominican Republic Ukraine Lithuania
Egypt United Arab Emirates Malaysia
El Salvador Uruguay Malta
Georgia Venezuela Pakistan
Ghana Philippines
Greece Singapore
Jordan South Africa
Lebanon Thailand
Mexico Vietnam
Moldova Zambia
Montenegro

@ Springer
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Table 11 Robust analysis

Dependent Variable: DPU Model 7
Fixed parts
Year 0.0423 %%
(0.009)

Within-effects
NCSC
GDP
PCT
TR
EDU
INC

Between-effects
NCSC
IDV
UAI
GDP
PCT
TR

within X between interaction

NCSC x IDV
NCSC x UAI

random parts
Level 2: country
0. (intercept) 530
1. (Year) 62,
2. (NCSC) 0'52
Level 1: Occasion
2

[
e

Log pseudolikelihood
Observations
countries

Wald chi2

-0.084 (0.101)
0.004%* (0.008)
-0.203* (0.078)
-0.118* (0.07)
0.146 (0.19)
-0.086 (0.10)

0.855%* (0.32)
0.002* (0.009)
-0.002%%(0.009)
-0.005% (0.010)
0.007 (0.047)
0.184 %% (0.025)

0.007** (0.003)

0.009%*
(0.003)

0.09 ** (0.016)
0.0006(0.002)
0.079%%(0.337)

0.129%*
(00.012)

107.86
228

76
780.85

@ Springer
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Table 12 Definitions of institutional trust (adopted from Smith (2010))

Author Definition of institutional trust

Zucker (1986) Institutional trust emerges when “formal mechanisms are used to provide trust that does not rest on personal characteristics
or on past history of exchange” (Zucker, 1986, p. 61)

Warren (2018) Trust in democratic institutions is the trust placed in the institutional norms and the effectiveness of accountability mecha-

nisms. This requires three conditions: (1) institutions are defined by norms that both the truster and trusted know and the
trusted is expected to follow; (2) the truster can effectively monitor (or know that others are monitoring) the trustee and
(3) the institution has effective accountability mechanisms if the trustee diverges from the norms

O’hara (2004)

Trust in institutions comes from a specific and generally inflexible framework of codes of practice and rules (e.g. impartial-

ity) and the credible threat of sanctions, and the institutions that impose sanctions must have sufficient power and author-

ity
Cook et al. (2005)

Trust in institutions is trust in the “quality of the institutional arrangements within which they operate”

Offe (1999) “It is this implied normative meaning of institutions and the moral plausibility I assume it will have for others which allows
me to trust those that are involved in the same institution — although they are strangers and not personally known to me”
(p- 70 empbhasis in original)

Giddens (2013) Trust in modern institutions is trust in the correctness of the abstract systems, emphasizing competence (reliability and
credentials) rather than motivation (pp. 33—4, 83-7)

Shapiro (1987) Institutional trust is the belief that a party has about the security of a situation because of guarantees, safety nets, and other
performance structures

Declarations Berghel, H. (2000). Identity theft, social security numbers, and the

Conflict of Interest The authors declare that they have no conflict of
interest.
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